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Websense™ Security Labs

Websense Security Labs, the security research division of Websense, discovers, investigates, and
reports on advanced Internet threats that traditional security research methods miss. Recognized as

a world leader in security research, Websense Security Labs publishes ndings to hundreds of security
partners, vendors, media outlets, military, and other organizations around the world 24 hours a day,
seven days a week. With a team of global threat experts and operations in the Americas, Europe,
Middle East, Africa and Asia Paci ¢, Websense Security Labs provides continuous monitoring of all
Internet threats including Internet-borne threats, stemming from Web, email, instant messaging,

and peer-to-peer le-sharing.

Key Findings
This report summarizes the signi cant ndings of Websense Security Labs during the third and fourth quarters of

2007. The report includes a summary of key trends, security metrics, and stand-out attacks during the second half
of the year, as well as the top ten security threat predictions for 2008.

The Attacks Storm In

The second half of 2007 was a microcosm of the ever-evolving security landscape.

The Storm attacks are some of the most active and proli c attacks of the last few years. This orchestrated attack
is a combination of a worm, a Trojan horse, a bot, and a spam agent all blended into one. Since Storm uses multiple
attack vectors including DNS, Web, P2P, encryption, and several evasion techniques, it is dif cult to take down.

So called Storm attacks were launched in January 2007 as emails with an enticing subject line about a recent
natural disaster. Over time they have evolved to use subject lines of interesting world events, either real or
contrived. The attacks spread en masse during July with an Independence Day lure. The attacks continued to
spread and plague security departments through the end of 2007 with several Christmas and New Year s Day lures.

The Storm attacks were all well planned, resilient, and dif cult for rewalls and signature-based technologies like
antivirus to prevent. As a result, the attacks infected millions of machines worldwide, exposing millions of users
and organizations without adequate protection. This attack clearly demonstrates the need to deploy sophisticated
countermeasures to mitigate risk and protect against malicious threats.

Websense continues to prevent the infections of Storm attacks every day by blocking the IP address or URL of
the master servers, rather than by blocking the IP of the proxy/bot that is redirecting the traf c or by blocking the
malicious le download. For more information on how Websense protects against Storm attacks visit:
http://www.Websense.com/securitylabs/blog/blog.php?BlogID=141

Tarnishing a Good Reputation

During the second half of 2007, Web attacks continued to increase and evolve as more and more
legitimate Web sites were compromised by attackers. For the rst time, the number of legitimate Web
sites compromised with malicious code has surpassed the number of sites created by attackers. Today
51% of the sites Websense Security Labs classi ed as malicious are compromised Web sites, meaning
they were not intentionally built for malicious intent. These sites pose a signi cant risk because many
security companies rely on Web site reputation to protect customers. Compromised sites have a good
reputation, plus they have a built-in group of visitors to the site. This raises the effectiveness of the
attacks and diminishes the need for the attackers to create lures to get traf c to the sites.
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Toolkits Come in Handy for Hackers

More than 18% of all malicious Web sites were created or compromised using professional toolkits
widely available online. This represents a 3% increase from 2006.

Web 2.0 Attacks Increasing

By examining current attack trends, Websense Security Labs nds cybercriminal techniques are quickly
evolving to not only evade detection but also to steal data and manipulate trusted content such as Web
sites and applications. The increase in Web 2.0 applications, such as social networking sites, wikis,

and blogs, facilitate collaboration and sharing between users. However, the increased popularity of
these applications has driven hackers to target users and businesses using these emerging tools. Using
mash-ups, unattended code injection, and other tactics, Web 2.0 hackers provide yet another level of
complexity for customers that want to prevent data loss and malicious attacks.

Websense ThreatSeeker Technology

In development for more than ve years within Websense Security Labs and based on more than ten years of
experience classifying the Web, ThreatSeeker technology scans more than 600 million Web sites per week
searching for malicious code. Along with Websense Hosted Web Security and Wehsense Hosted Email Security,
which scan more than 350 million emails per week looking for email security threats, ThreatSeeker technology is
the foundational technology behind the Websense Web security portfolio of solutions. Websense Global Threat
Experts used ThreatSeeker technology to gather the security intelligence for all of the threats identi ed in this report.

ThreatSeeker Technology Q3-Q4 2007 Results*

51% of Web sites with malicious code are legitimate sites that have been compromised, rather than sites
speci cally commissioned by hackers

18% of malicious Web sites were created using a toolkit
87% of email messages are spam
65 % of unwanted messages contain malicious URLs (including links to spam and malicious sites)

* The information contained within this report represents a small portion of the research activity conducted by
Websense Security Labs during the second half of 2007.

Websense Security Labs tracks the following metrics in order to identify details about Web and email-based
attacks.

The following charts show that the United States, China, and Russia are the top countries hosting phishing and
crimeware sites.

Top Countries Hosting Phishing Sites
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